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.M‘ What's Meetecho?

OpenSIPS’16
. e A company born in 2009 as an academic spin-off

e University research efforts brought to the market
e Proudly brewed in sunny Napoli, Italy ®

Intro

e Focus on real-time multimedia applications

e Web conferencing only, at first

¢ Then widened the scope to multimedia in general

¢ Strong perspective on standardization and open source
o WebRTC rulez!

e Several activities
e Consulting services
e Commercial support & licenses
e Streaming of live events (e.g., IETF, ACM SIGCOMM, ...)
¢ Products (conferencing, webinar, ...)
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.M. Ok, ok, enough about you... what's WebRTC about?

OpenSIPS’16 . L
L vin e Real-time media in a browser
. Miniero
e Up to some time ago, no standard solution!
¢ No interoperability
Standardization e Plugins needed to be installed anyway

WebRTC = Joint standardization efforts

e Internet Engineering Task Force (IETF)
e World Wide Web Consortium (W3C)

« RTCWEB (IETF)

¢ Real-Time Communication in WEB browsers WG
¢ Defines protocols and formats to use
e WEBRTC (W3C)

e Web Real-Time Communications WG
e Defines Ul and API to access devices
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Standardization

WebRTC reference architecture

Signalling/SDPR,

Signalling/SDP
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Standardization

Involving a gateway (and applications)
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WebRTC Gateway
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Standardization

Involving different technologies as well

RTMP,*SiIverIighW
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WebRTC Gateway . o

SIP/SDP/RTP
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.M‘ Do we really need a gateway?

OpenSIPS'16
L Miniero  Several reasons for a YES, here
¢ Relieve full-meshes (heavy on the client side)
S e Leveraging widespread technologies (e.g., SIP infrastructures)
REEmaE o Fixing things between implementations

e Reason for a NO?
¢ You won’t go beyond interaction among few users
¢ You don’t want an infrastructure

e You don’t care about legacy stuff


https://webrtchacks.com/webrtc-gw/
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Requirements.

Do we really need a gateway?

e Several reasons for a YES, here

¢ Relieve full-meshes (heavy on the client side)
e Leveraging widespread technologies (e.g., SIP infrastructures)
o Fixing things between implementations

e Reason for a NO?

¢ You won’t go beyond interaction among few users
¢ You don’t want an infrastructure

e You don’t care about legacy stuff

“What is a WebRTC Gateway anyway?”
¢ https://webrtchacks.com/webrtc-gw/
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Requirements

o Writing a gateway from scratch is a heavy task

e Implementation of the WebRTC protocol suite

¢ Bridge between “legacy” stuff (SIP, RTMP, etc.) and WebRTC
¢ Needs to support both (WebRTC gateway)
e What about statistics?

o Reachability may be an issue

e Programmabile interface

o Different applications/technologies, different requirements
¢ Dynamic management of media flows and users

e Something a la MEDIACTRL?



.M. The WebRTC protocol suite

OpenSIPS’16

Signalling (well, sort of) and Negotiation
e Javascript Session Establishment Protocol (JSEP)
e Session Description Protocol (SDP) adaptation
Connection Establishment and NAT Traversal
e Session Traversal Utilities for NAT (STUN)
— o Traversal Using Relay NAT (TURN)
¢ Interactive Connectivity Establishment (ICE)
Media Transport and Control
¢ Real-time Transport (and Control) Protocol (RTP/RTCP)
e Secure Extensions to RTP (SRTP)
e Datagram Transport Layer Security (DTLS)
Multimedia codecs
e Opus audio codec (MTI, Mandatory-to-implement)
e VP8 and H.264 video codecs (MTI, Mandatory-to-implement)
Generic Data
e WebRTC Data Channels (SCTP)

L. Miniero

Mo
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Intro
WebRTC “In ancient Roman religion and
Gtwy myth, Janus [..] is the god of
beginnings and transitions, and
N thereby of gates, doors, passages,
ey endings and time. He is usually
R depicted as having two faces, since

he looks to the future and to the
past.”

— http://en.wikipedia.org/wiki/Janus
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.M. Janus: a general purpose WebRTC gateway

OpenSIPS’'16 . .
- « A door between the communications past and future

e Legacy technologies (the “past”)
e WebRTC (the “future”)

L. Miniero

General purpose, open source WebRTC gateway
e https://github.com/meetecho/janus-gateway
e Demos and documentation: https://janus.conf.meetecho.com
e Community: https://groups.google.com/forum/#!forum/meetecho-janus

JANVS

WEBRTC CATEWAY


https://github.com/meetecho/janus-gateway
https://janus.conf.meetecho.com
https://groups.google.com/forum/#!forum/meetecho-janus

.M. Modular architecture
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L. Miniero e The core only implements the WebRTC stack

e JSEP/SDP, ICE, DTLS-SRTP, Data Channels, ...
e Modules for APl over HTTP / WebSockets / RabbitMQ

Modules and APIs
IP?
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.M' Modular architecture

OpenSIPS’16
L. Miniero e The core only implements the WebRTC stack

e JSEP/SDP, ICE, DTLS-SRTP, Data Channels, ...
e Modules for APl over HTTP / WebSockets / RabbitMQ

e Application logic implemented in server side plugins

e Users attach to plugins via the gateway core
« The gateway handles the WebRTC stuff
' ¢ Plugins route/manipulate the media/data

e Some proof of concept plugins implemented
e Echo Test

Streaming (— Live events!)

Video Room (— Selective Forwarding Unit!)

SIP Gateway (— “Legacy” SIP!)
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Extensible Architecture and API

Payload
Payload

Payload

Protocol messages

Plugin 1

Plugin 2

Plugin N
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L. Miniero e Each plugin is a feature, not an application
e Application can be composed out of different features

S o Features as “bricks” for a complex scenario

e A few examples...
e Multimedia conferencing with PSTN support

e Video Room (participants video & screen) + SIP (participants audio)
e Webinar with Q&A

e Video Room (screen) + Video Room (speakers) + Audio Bridge (questions)
e Social TV

e Streaming (TV channel) + Video Room (interaction)
e Contact center / Communication in social networks

e SIP plugin (calls) + Echo Test (diagnostics) + Record & Play (messaging)
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e ——— > Audio bridge plugin
1
: il > Video SFU plugin
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Intro

M Janus WebHTC Gateway: .
€ e

ID janus.confmeetecho.com

WebRTC

Standardization 1
1

Gateways
Requirements.

Janus
Modules and APIs
What about SIP?
A few examples

Next steps

External feature
(not provided by Janus)

Video SFU plugin

DA



i‘i Social TV

OpenSIPS’16

L. Miniero

Intro

WebRTC

Standardization

Gateways

Requirements

Janus
Modules and APIs
What about SIP?
A few examples
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M Janus WebRTC Gateway: / x

«

c

[} janus.conf.meetecho.com

TV live broadcast

User 1
video

User 2
video

User 3
video

User 4
video

> Streaming plugin

R kT L R

- > Video SFU plugin



.M‘ Anything wrong? Check the Admin API!

OpenSIPS’16
L Minier e Requests/response API to poll Janus
e Query server capabilities
o o Control some aspects (e.g., enable/disable debugging)
o o Inspect handles and WebRTC “internals”
Gateways

Requirements

Janus Sessions (1) &  Handles (1) < Handle Info &

Modules and APIs
What about SIP? 1489448365 783422373 {
A few examples "session_id": 1489448365,

"handle_id": 783422373,
"plugin™: "janus.plugin.echotest™,
“plugin_specific": {

Next steps

"audio active™: "true"”,
"video active™: "true",
"bitrate™: 8,
"slowlink_count™: @,

“destroyed”: @

I8

“flags": {
"nrocessine-nffer” - A

http://www.meetecho.com/blog/understanding-the-janus-admin-api/


http://www.meetecho.com/blog/understanding-the-janus-admin-api/

.M. Yeah, yeah, but what about SIP?

OpenSIPS’16
L. Miniero e As anticipated, SIP already available as a Janus plugin

e Demo: https://janus.conf.meetecho.com/siptest
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What about SIP?
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e As anticipated, SIP already available as a Janus plugin
e Demo: https://janus.conf.meetecho.com/siptest

e Basically a WebRTC-to-SIP gateway
e WebRTC on one side, SIP(S)/(S)RTP on the other end

e Janus SIP plugin acts as a SIP endpoint

e SIP stack implemented with Sofia-SIP
e WebRTC users only see the Janus APl (JSON)
¢ No transcoding, media is only relayed
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As anticipated, SIP already available as a Janus plugin
e Demo: https://janus.conf.meetecho.com/siptest

Basically a WebRTC-to-SIP gateway
e WebRTC on one side, SIP(S)/(S)RTP on the other end

Janus SIP plugin acts as a SIP endpoint

e SIP stack implemented with Sofia-SIP
e WebRTC users only see the Janus APl (JSON)
¢ No transcoding, media is only relayed

Simplifies life for web developers

¢ No need to worry about a SIP stack (only SIP URlIs)
e Basic methods/events to handle call (call, answer, hangup)
¢ Allows headers injection, for ad-hoc cases


https://janus.conf.meetecho.com/siptest

.M. But what if you DON'T want it simple?
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e You may want to have more control on SIP messaging

e e.g., to re-use stacks like JsSIP or SIPjs, or other reasons

e The existing SIP plugin doesn’t allow for that

e Complexity hidden from users, on purpose
e Only partial control (e.g., custom headers, INFO DTMF, negotiating security)
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You may want to have more control on SIP messaging

e e.g., to re-use stacks like JsSIP or SIPjs, or other reasons

The existing SIP plugin doesn’t allow for that

e Complexity hidden from users, on purpose
e Only partial control (e.g., custom headers, INFO DTMF, negotiating security)

BUT! Janus is extensible, so why not a new plugin?
@saghul’s idea: “BoringSDP”!
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But what if you DON’T want it simple?

You may want to have more control on SIP messaging

e e.g., to re-use stacks like JsSIP or SIPjs, or other reasons

The existing SIP plugin doesn’t allow for that

e Complexity hidden from users, on purpose
e Only partial control (e.g., custom headers, INFO DTMF, negotiating security)

BUT! Janus is extensible, so why not a new plugin?
@saghul’s idea: “BoringSDP”!
¢ A new plugin to only handle media gatewaying
e WebRTC and SIP SDPs both available to web user
¢ You handle SIP transactions yourself, and leave media to Janus

e You still need to communicate with Janus as well, of course



.M. Another idea: Homer/HEP support!

OpenSIPS16 |t may be cool to monitor Janus SIP plugin as part of a SIP infrastructure
L. Miniero e Homer/HEP would allow for that
e Mirroring would require integration in SIP plugin and Janus core

Intro

WebRTC . -
HOMER 5: FreeSWITCH + Kamailio L — o
Gateways Example Illustration SIP + RTCP via Load Balancer w/ Correlation FréeSWITCH . - KAMAILIO Fpengine
Requirements

Janus Less SIp leerngent ]

Modules and APIs b . ] |P -

What about SIP? RTP-SRTP

Afew examples

Next steps 1 ) i

i RTPENGINE KAMAILIO SIP/TLS SOCKET

— )
KAMAILIO Ej OPENSIPS

FreeSWITCH 1.7 w/ HEP3 and ESL Support

SIP User-Agent 1 G




.M. What is Janus used for today, and by whom?

OpenSIPS'16 . . .
e We use it ourselves for many things (obviously)

e Web conferencing and Webinars
¢ WebRTC-to-SIP gateway
e Streaming of live events (e.g., IETF meetings)

L. Miniero
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e We use it ourselves for many things (obviously)

e Web conferencing and Webinars
¢ WebRTC-to-SIP gateway
e Streaming of live events (e.g., IETF meetings)

L. Miniero

e Many folks/companies also using it in creative ways!
E-learning

Coworking

Contact centers

TV broadcasting and Social TV

Surveillance systems

Home automation & Internet of Things

Mobile devices, Raspberry Pis, drones, etc.
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SIP?

Afew examples

What is Janus used for today, and by whom?

e We use it ourselves for many things (obviously)
e Web conferencing and Webinars
¢ WebRTC-to-SIP gateway
e Streaming of live events (e.g., IETF meetings)

e Many folks/companies also using it in creative ways!
E-learning

Coworking

Contact centers

TV broadcasting and Social TV

Surveillance systems

Home automation & Internet of Things

Mobile devices, Raspberry Pis, drones, etc.

¢ New third-party tools are starting to come out
¢ https://janus.conf.meetecho.com/docs/resources

e New plugins for ad-hoc requirements
e Server-side AP| wrappers (node.js, .NET, ...)


https://janus.conf.meetecho.com/docs/resources

.M. “Director” room @ IETF meetings

OpenSIPSTE - Gompletely WebRTC-based media streams
- Miniero « Slides as a video feed from the beamer
e Static video feed from the room
e Dynamic video feeds for remote speakers

Requirements

Modules and APls
What about SIP?
Afew examples
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What about SIP?
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Meetecho: IETF meeting example

Partecipanti

@ v

[16:53] - This room s not anomymous
te
Presentation s over [1esy

Adam Mentville

Do we nead the WEDex audio any 16:54
onger?

11 ot | would ke t0 hang up my phone  [16:54]
-

Put another way: 1s anyona using 6:55]

WebEx to listen?

XMPP-Grid

I'have roputation infol I have application info!
S et Ineed location & auth-group.

I have sec events! I have NBAR info!

I need reputation... 2 Ineed identiy.

I have location!
Ineed identity.

I have MDM info!

Ineed location,

I have NetFlow!

Ineed sntitlement

e
.
I have threat datal

need reputation.

Direct, Secured
Interfaces.

EE;E-

. I have app inventory info!

1 need posturs

n | have identity & device-type!

Ineed app Inventory & vulnerabillty.

I have firewall logs!
| need idanty...

https://ietf.org/meeting/remote-participation.html
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IETF92
PPSP

pd-

https://www.youtube.com/user/ietf
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.M. A “silly” use case: The Jumping Sumo!
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What about SIP?
A few examples.

S Tiw's Jurvs W

CH okt w60, i BOB0 Janua suma i

Neil and Tim's Jumping Sumo hack. s

Controis

https://www.youtube.com/watch?v=isGSnMIKcss
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.H. A “silly” use case: The Jumping Sumo!
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Standardization

Requirements

Modules and APls
What about SIP?
Afew examples

WiFi

Janus WebRTC
Gateway

Sumo Plugin

VP8 RTP

Control &

mjpeg pipe
mjpeq video s

GSireamer

Internet

VP& WebRTC video

Control WebRTC
DataChannel

WebRTC
Browser
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“Matrix wins Best of Show at WebRTC World!”

OpenSIPS’16

Matrix demo at WebRTC Expo Miami 2015

L. Miniero

Afew examples

10:37 / 15:33

https://www.youtube.com/watch?v=0MzDklvDS3c


https://www.youtube.com/watch?v=OMzDklvDS3c
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“Matrix wins Best of Show at WebRTC World!”

https://www.youtube.com/watch?v=NpBStlIq6fM


https://www.youtube.com/watch?v=NpBStIIq6fM
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jongouts - =20 7 o

Muted: Trying to say something? You are muted.  Unmute Do notshow again

ancor
shat supgerls smileys and emolilcons

ancor

Islezak

p1-p2- 866557 alor Installal

amd images

ancar
lipe.ipbs twimg.comprofila_imagas/58 1143684671281 382M Ix21L_100xd0

n Islozak

ﬂs,-ll

®SuSE 2015 Version 040

https://github.com/jangouts/jangouts
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Modules and APIs

What about SIP?

Afew examples

e o

http://sylkserver.com/
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.H. Slack? (team co-working)
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INCOMING SLACK CALL
= -

Standardization

Modules and APIs

Afew examples

WebRTC

Y

https://webrtchacks.com/dear-slack/
https://webrtchacks.com/slack-webrtc-slacking/
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Intro
Session 1
WebRTC ~ f

Standardization

Gateways

Requirements

Janus
Modules and APIs
What about SIP?
A few examples

Next steps

Kate Andrews 28 Isabella Marlon @  Alden Johnson Gavin Jameson
Fa & e XV He ¥ e ¥

https://www.airclass.com
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Afew examples

Sqgwiggle / Speak.io (team co-working)

https://www.sqwiggle.com
https://speak.io


https://www.sqwiggle.com
https://speak.io
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Intro
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What about SIP?
Afew examples

Next steps

Sqwiggle / Speak.io (team co-working)

LI W R RIS

Ul Updats Newsiatier B
Fie Gt Vaw bman Fomwi Toss Tee Adioes Hep

ST e " w— ’

Hey Jobe,
i harm, of e o funders of Spms. Firstof, Bharks o0 for ghving Spaaka ry. e coukin
0 s wtncut yout

ot st 15 b s ot o el b el 15 Sk s Psgs
imprmemanis. Here s he skrry

We've greatly improved the Speak interface

e st g T ot .t rarw nferiace. Sgmak. o foats on o deskiop ke
iradiional ape. Tha akows us 10 Rouse much larger feam sizes and makes maniging m

https://www.sqwiggle.com
https://speak.io
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-9 Veeting rooms (web conferencing)
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L. Miniero veeting rooms o

e 3
Intro Agerda  Skosdecss  Documeats  Ghal Minues  Frivamnctes
WebRTC .- T *® 2t
Standardization
Gateways
Requirements T irares sk P VeeTng rooms
Janus How Are We Different
Modules and APIs
What about SIP? = Al sarvars are hested in Switzerland, we don't use the cloud,
A few examples » Cur DUSNEss customers Know whers heir &ia is. can choosa the

Jurisdiction they have meost trust in.
Next steps
4 * Strong focus on privacy, data protection and user exparience. b
+ Al data o is end-to-and wpled and runs either
| peer-io=paar or through Swiss serers.
+ No soltwere installation is required. it runs directly in most web
browsers, on all major platforms including Androld C
+ No acoount nsquired for gucsts : errmseng e #
requ 5t

https://www.veeting.com
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.M. What to do next?
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Next steps

e Finalize the WebRTC implementation
e Work on effective renegotiation
¢ Implement multistream (Unified Plan)
e Add octets (besides strings) to DataChannels
o Keep up-to-date with newest stuff



.MQ

OpenSIPS’16

L. Miniero

Next steps

What to do next?

e Finalize the WebRTC implementation
e Work on effective renegotiation
¢ Implement multistream (Unified Plan)
e Add octets (besides strings) to DataChannels
o Keep up-to-date with newest stuff

e Keep on improving and fixing things

¢ A datachannel to/from SIP MESSAGE may be cool
Implement admin API notifications (subscription)
Reference counters (currently in a PR)
Why not, some new transport modules (Unix Sockets in PR)
Maybe some changes to the pluggable architecture too?
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Next steps

What to do next?

e Finalize the WebRTC implementation
e Work on effective renegotiation
¢ Implement multistream (Unified Plan)
e Add octets (besides strings) to DataChannels
o Keep up-to-date with newest stuff

e Keep on improving and fixing things

¢ A datachannel to/from SIP MESSAGE may be cool
Implement admin API notifications (subscription)
Reference counters (currently in a PR)
Why not, some new transport modules (Unix Sockets in PR)
Maybe some changes to the pluggable architecture too?

e Help us improve this!
e Play with it, more testing is important
o Write your own applications/wrappers/plugins!
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Next steps

o IETF 95

e April 3-8, Buenos Aires (Argentina)
e More than 140 interactive (WebRTC-enabled) sessions in a week

e ... and without being bashed! (too much ©)
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e April 3-8, Buenos Aires (Argentina)
e More than 140 interactive (WebRTC-enabled) sessions in a week

e ... and without being bashed! (too much ®)

e [EEE INFOCOM 2016

e April 10-15, San Francisco (USA)
MR ¢ Innovation Challenge Panel/Pitchfest

e ... and guess what? we won!!
e (despite the fact | spilled a glass of water on the slides laptop...)
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e April 3-8, Buenos Aires (Argentina)
e More than 140 interactive (WebRTC-enabled) sessions in a week

e ... and without being bashed! (too much ®)

e [EEE INFOCOM 2016

e April 10-15, San Francisco (USA)
MR ¢ Innovation Challenge Panel/Pitchfest

e ... and guess what? we won!!
e (despite the fact | spilled a glass of water on the slides laptop...)

e Next: Berlin (twice!)
e Kamailio World 2016, May 18-20
o IETF96, July 17-22
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Standardization

Requirements

Modules and APIs
What about SIP?
A few examples

Next steps
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